PCl Incident Response Guidance

As stated in the Merchant Credit Card/ E-Commerce Policy, all suspected security breaches must be
immediately reported according to the relevant unit’s incident response plan. The following pertains
specifically to areas on campus who accept credit cards via e-commerce and Point to Point encrypted (P2PE)
payment devices, as well as other processing methods.

The following scenarios constitute an incident that must be reported:

1. Receiving an email, text or voicemail with transcription (RingCentral) containing any combination of the
following: credit card numbers, expiration dates, CVV/CV2/security codes, a picture of the card.

2. E-commerce websites that have a sudden increase in unauthorized or unexpected transactions or
authorization attempts. Amounts can be as little as $0 to $1.

3. The payment device has an unusual message on the screen, an error code, indicates tampering,
appears broken, or has an unknown logo when rebooted.

4. The device has a small wire protruding from the card reader slots, intended for swiping, inserting, or
dipping the card, or possibly all of these. Unauthorized wires or other components are connected to
ports such as USB, power, and others.

5. The device has been pried open or has other external damage including broken seals, holes or missing
screws.

6. The device was replaced by an unknown individual, claiming to be with the solution provider. The
individual is not a known BYU employee or accompanied by a known BYU Employee.

7. Skimming overlays or unusual seals cover the terminal to capture swipes, dips, and pin numbers.

8. The device serial numbers no longer match your records. No note of a device replacement has been
made. No one is aware of a valid replacement.

9. Device provider confirms an encryption failure while troubleshooting a malfunctioning device.

Steps when an incident has occurred:

1. Discontinue use of the device or take the e-commerce store offline.

2. Report the suspected incident to your direct supervisor.

3. Document the suspected issue with a written explanation and pictures of the P2PE device as
applicable.

4. Follow department reporting of incidents if a department policy is in place. If no department policy
exists, continue through the following steps.

5. Contact BYU Treasury Services at 801-422-1292 or kimberly.stringham@byu.edu .

6. Fore-commerce/serverincidents contact the CES SOC 801-422-7788 or cessoc@byu.edu.

7. For cardholder pushed credit card data by e-mail, text or voicemail (RingCentral), report to the CES SOC
801-422-7788 or cessoc@byu.edu.

After reporting the incident, the investigation will proceed according to BYU's major information security
incident response plan.

Updated 6/2025


mailto:kimberly.stringham@byu.edu
mailto:cessoc@byu.edu
mailto:cessoc@byu.edu
https://infosec.byu.edu/major-information-security-incident-response-plan
https://infosec.byu.edu/major-information-security-incident-response-plan

